Overview of Chapter 8 “mastering W2K Server” by Mark Minasi.

Active Directory is the core of W2K Server, which enables to support larger networks then its predecessor Windows NT 4.0 Server.

AD resembles domain structures of NT, but with a bunch of cool improvements added.

In W2K Active Directory and security implementation are interrelated, AD includes set of services for managing Windows 2000 servers, to help manage server objects and resources AD structure includes elements such as Organizational Units, domains, trees, and forests, to configure network communications, AD enables sites organization for better performance through taking advantage of existing subnets, groups and group policies permit administrators to manage security more efficiently.

AD consists of objects such as user accounts, computers, servers, printers, groups, security policies, domains, and other objects. 

In Windows 2000 there can be multiple servers, called domain controllers, which store the Active Directory and replicate it to each other. Because each DC acts as a master, replication does not stop when one is down. Each DC is a master in its own right.

To name objects in Active Directory must contain all hierarchical components of an object, such as that object’s organizational unit and domain, in addition to the object’s common name, which provides opportunity to perform name resolution by referencing parents object name.

Each tree has one global catalog, which is a grand repository for all objects and the most frequently used attributes for each object in all domains to perform functions of authenticating users, providing lookup and access to resources in all domains, providing replication of key Active Directory elements and keeping a copy of the most attributes for all objects. Trees form a forest, where all participating objects are interconnected. 

System administrator must keep the Active Directory implementation as simple as possible with the least number of domains possible and do not create Organizational Units more than 10 levels deep.

Active Directory is a best new control and administration mechanism of W2K to create, sustain, and administer a domain. It combines all aspects of network users, groups, hosts, clients, security settings, resources, network links and transactions into a manageable, hierarchical organizational structure. AD simplifies administration of a network by combining several previously distinct activities into a single interface. Active Directory enables efficient, reliable control of access to all resources and assets on a network: protected, mandatory logon system; Memory protection; system auditing; precise controls on file and directory access and network access limitations.

